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Amol is a senior security executive with over 16 years of 
experience in leading and executing complex IT transformations 
and security programs. He’s a firm believer in achieving security 
through standardization, avoiding complexity and that security be 
achieved using native, easy-to-use technologies. Amol approaches 
business challenges in a detail-oriented way and demonstrates 
quantifiable results throughout the course of highly technical and 
complex engagements.



$whoami 25+ Years of Information Security and Counterintelligence

CEO of Unit 221B, LLC

•As in Sherlock Holmes
•Investigations and R&D Think Tank Consulting Firm

Works with Industry and Law Enforcement

•Bridge the Gap

Mentors and Coaches up and coming hackers

Founded I2P (Early Dark Web Tool)

Discovered Zeus Malware

Studied Violin and Piano since 5 years old

•Classically Trained
•Love Karaoke
•Love Acapella

Took down CryptoLocker in 2013

•FBI+Industry

Cracked Zeppelin Ransomware Keys Secretly 

•2 years to help victims

Lifelike Portrait



Ransomware Revenue
Blockchain Says… 



Ransomware TTP’s
File I/O

Recurse Directory 01

Uses whitelists for 
dll and system files

Open()->Read() 02

Crypt(file, stripe=Bool, 
offsets=int) 03

Write() -> 
Close() 04Opens and Reads 

File into memory

• Ephermeral Key Gen
• Encrypts files (often striped 

offsets)
• Deletes or Renames File • Writes the file to disk

• appends footer (or header)
• closes file.
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Ransomware TTP’s
Note and Network

Ransomware Note 01

• TXT, DOC, PDF
• Desktop 

ScreenLock
Screen

Exfil  and 
Extortion 02

Network File Share 
Enumeration 03

Rinse and 
Repeat 04Typically Idle Threat 

with most variants.

DoppelPaymer, 
Revil, Maze Scans for open SMB network ports

Encryption + Ransome Note
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Ransomware Attack Process
• Threat Actor At Keyboard • TTP’s

• Vulnerable or Open RDP
• Malicious Email

• Typically Targeted
• Breach occurs

• Additional malware dropped
• Pen Testing Tools Loaded
• Persistence and Multiple Returns

• Privilege Escalation
• Lateral movement using admin

• Data Exfil
• Ransomware Dropped

• Maximizes damage
• Exits

• Collects Loot
Source: cisecurity.org



Ransomware Benefits
Basic Ransomware Code Why would they ever stop?

• Ransomware is trivial to develop
• Trivial to buy on the dark web

• A 512-digit number can literally halt an organization
• The return on investment is currently very high

• Russia is the prime source of ransomware attacks
• They don’t like North America

• They don’t see this as criminal
• Conti Ransomware alone has made over 250 

million dollars in revenue
• Cyber Insurance Covered

• Which continues the problem



Current Defensive Options
Backups

• Disconnected 
from network

• Shadow Volume 
Copies protected

• Earlier Detection 
of a breach

• Idealistic, but 
unrealistic as 
proven by 
ransomware

Cracking Keys

• Possible when 
lucky or a mistake 
was made

• Costly research
• Must keep secret

• They will 
upgrade and fix 
if not

• Few and far 
between success

Criminal Disruption

• Shutting down 
illegal btc 
exchanges

• Attribution and 
arrests

• Requires Industry 
+ Law 
Enforcement

• Russia isn’t 
helping

Endpoint Detection 
and Response

• Attempt to detect 
ransomware

• Obviously not 
that successful

• Hackers at 
keyboard turn off 
EDR



Story Time

• The year is 2020
• Small and medium size businesses were 

getting attacked by a specific ransomware 
strain

• Sold on dark web
• Do-it-yourself kit.
• Zeppelin developers were struggling to make 

their ransomware fast
• Cut corners for speed

• And that there created an opening
• I get a call that they hit a homeless shelter
• I have a rule

• Don’t mess with the homeless

Dead Zeppelin 



Locating Deleted Key
DFIR FTW

● Original Location
○ HKCU\Software\Zeppelin\Public Key

● Tools used
○ Modified Yarp, some python and ingenuity

● File Location:
○ NTUSER.DAT
○ Locked file
○ If ! Exist

○ Transaction Log



Cracking The Keys
Distributed Factoring 

● General Number Field Sieve 
○ 4 stage distributed factoring

● 96 computers running 40 cpu’s each
● RSA-155 (512 bit key) cracked 1-2 hours
● We will get p and q as output
● p*q = n 
● Solve d

○ Secret Key



Fun with Factoring
This Just Looks Awesome



Decrypting Files
Source: Cylance



The Decryption
A Story in Code

stripe_multiple_offset = original_filesize // 0x100 * 0x10

0x100 = 256
0x10 = 16 



Files Decrypted
And I’m Spent



Ransomware File-based Disruption 
A Theory

Recurse Directory 01

New Process 
Recursing All files

Open()->Read() 02

Crypt(file, stripe=Bool, 
offsets=[int,…]) 03

Write() -> 
Close() 04On Read, Create 

Snapshot 

• We have snapshot, we don’t care.

• If we care, let’s note that entropy 
with file is dramatically higher

• Lock File System
• Stops Exfil

• Restore Real File Once Closed
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Technology
Ransomware Vaccine

• Hypervisor
– Intel Support
– AMD Support coming soon
– BodyGuard for System Driver

• File Protection & Restoration
– Prevents Data Loss
– Snapshotting File System
– On the fly restoration

• Driver implementation
– Allows a lower-level approach to file system monitoring
– Difficult to unload even without a hypervisor active
– Speed – throughput impact minimal

• Security
– More difficult attack surface
– Provides encryption oracle
– Tamper Resistant

• Introspection
– Allows for low level methods of inspection

• Bare Metal Hypervisor
– Type I
• Direct Hardware Access
• Dynamic Resource Allocation



File Protection and Security
Ransomware Vaccine 

• Snapshot File System
– Based on modified exFat File System
– Enhanced filename support (Full NTFS Support)
– NTFS File Stream & Alternate Data Stream Support
– Block Encryption
– Asynchronous
– Binary Diff Support

• File Restoration
– On the fly
– Fast
– Configurable Snapshot History
• Currently allows for 10 snapshots to a file



File Protection and Security
Ransomware Vaccine 

• Time Gating/Low Retention
– Waits until file activity is idle during the snapshotting process
– Prevents Excessive Snapshotting
– Improves throughput & reduces file system activity
– Forces a snapshot if a file is busy for a 10-minute period
• Configurable time duration

• File Locking 
– Ability to lock specific files to a read-only state
– Triggered by heuristics
• Significant Entropy Change









Thank You
And Shout Outs

• Digital Ocean
• Cylance
• Didactic Security
• CADO-NFS
• You!

www.unit221b.com
info@unit221b.com

Linkedin Contact



! & ? 
! & ?
! & ?Questions?

To ask our speakers a question, 
type your question into the Chat 
located in the bottom right 
portion of the screen.



Thank you 
for joining us today.

Amol Joshi
CrucialLogics

Amol.Joshi@cruciallogics.com

Lance James
Unit221b

LanceJames@unit221b.com


